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PURPOSE

Dembo, Jones, Healy, Pennington & Marshall, P.C. (Dembo Jones), on behalf of the Federal
Labor Relations Authority (FLRA), Office of Inspector General, conducted an independent
evaluation of the quality and compliance of the FLRA security program with applicable federal
computer security laws and regulations. Dembo Jones’ evaluation focused on FLRA’s
information security required by the Federal Information Security Management Act (FISMA).

This report was prepared in conjunction with the Inspector General and Dembo Jones. The
weaknesses discussed in this report should be included in FLRA’s Fiscal Year (FY) 2012 report to
the Office of Management and Budget (OMB) and Congress.

BACKGROUND

On December 17, 2002, the President signed into law H.R. 2458, the E-Government Act of 2002
(Public Law 107-347). Title Ill of the E-Government Act of 2002, commonly referred to as FISMA
(the Federal Information Security Management Act), focuses on improving oversight of federal
information security programs and facilitating progress in correcting agency information
security weaknesses. FISMA requires federal agencies to develop, document, and implement an
agency-wide information security program that provides security for the information and
information systems that support the operations and assets of the agency. This program
includes providing security for information systems provided or managed by another agency,
contractor, or other source. FISMA assigns specific responsibilities to agency heads and
Inspectors General (IGs). It is supported by security policy promulgated through Office of
Management and Budget (OMB), and risk-based standards and guidelines published in the
National Institute of Standards and Technology (NIST) Special Publication (SP) series.

Under FISMA, agency heads are responsible for providing information security protections
commensurate with the risk and magnitude of harm resulting from the unauthorized access,
use, disclosure, disruption, modification, or destruction of information and information
systems. FISMA directs federal agencies to report annually to the OMB Director, Comptroller
General, and selected Congressional committees on the adequacy and effectiveness of agency
information security policies, procedures, and practices and compliance with FISMA. In
addition, FISMA requires agencies to have an annual independent evaluation performed of
their information security programs and practices and to report the evaluation results to OMB.
FISMA states that the independent evaluation is to be performed by the agency IG or an
independent external auditor as determined by the IG. Implementing adequate information
security controls is essential to ensuring an organization can effectively meet its mission. The
IG plays an essential role in supporting federal agencies in identifying areas for improvement.
In support of that critical goal the Chief Information Officer is developing a strategy to secure
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the FLRA computing environment which centers on providing confidentially, integrity, and
availability.

SCOPE AND METHODOLOGY

The scope of our testing focused on the FLRA network General Support System (GSS), however
the testing also included the others systems in the FLRA system inventory. We conducted our
testing through inquiry of FLRA personnel, observation of activities, inspection of relevant
documentation, and the performance of technical security testing. Some examples of our
inquiries with FLRA management and personnel included, but were not limited to, reviewing
system security plans, access control, the risk assessments, and the configuration management
processes. We also utilized a software tool for identifying vulnerabilities on the network, as well
as computers attached to the FLRA network.

SUMMARY

During our FY 2012 evaluation, we noted that FLRA has taken great steps to improve the
information security program. We also noted that FLRA does take information security
weaknesses seriously. FLRA took action to remediate several weaknesses within specific control
areas. During the FY 2012 FISMA evaluation Dembo Jones performed a Vulnerability
Assessment on the FLRA network, which included the servers, firewalls, and routers. This
review also included testing 21 workstations that were connected to the FLRA network. Also
included in the FISMA testing were controls from several families within the NIST 800-53 Rev. 3

publication.

This year’s FISMA testing resulted in no new findings. This year’s FISMA testing included a
follow up of all prior year deficiencies. There were a total of twelve prior issues. Each of those
issues has many elements that make up each finding. If any one of the elements is open, then
that issue remains open.
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PRIOR YEAR FINDINGS

Year
Initiated

POA&M

Open/
Closed

2005

Develop a robust configuration management program in accordance with NIST Special
Publication 800-53 Revision 3 Recommended Security Controls for Federal Information
Systems.

e The organization does not configure the information system to provide only essential
capabilities and does not specifically prohibit and/or restrict the use of the following functions,
ports, protocols, and/or services: [Assignment: organization-defined list of prohibited and/or
restricted functions, ports, protocols, and/or services]. — OPEN

OPEN

2009

Develop a robust contingency planning program in accordance with NIST Special Publication
800-53 Revision 3 Recommended Security Controls for Federal Information Systems.

= The organization: (i) does not test and/or exercise the contingency plan for the information
system [Assignment: organization-defined frequency, at least annually] using [Assignment:
organization-defined tests and/or exercises] to determine the plan’s effectiveness and the
organization’s readiness to execute the plan; and (ii) does not review the contingency plan
test/exercise results and does not initiate corrective actions. — OPEN — this was rolled up to a FY

2011 year finding.

* The organization does not identify an alternate processing site and does not initiate necessary
agreements to permit the resumption of information system operations for critical
mission/business functions within [Assignment: organization-defined time period] when the
primary processing capabilities are unavailable. - OPEN

OPEN

2009

Develop a robust incident response program in accordance with NIST Special Publication 800-
53 Revision 3 Recommended Security Controls for Federal Information Systems.

* The organization does not train personnel in their incident response roles and responsibilities
with respect to the information system and does not provide refresher training [Assignment:
organization-defined frequency, at least annually]. - OPEN — this was rolled up to a FY 2011
finding.

OPEN
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Year
Initiated

POA&M

Open/
Closed

2009

Develop a robust planning program in accordance with NIST Special Publication 800-53
Revision 3 Recommended Security Controls for Federal Information Systems.

* The organization does not conduct a privacy impact assessment on the information system in
accordance with OMB policy. — CLOSED.

Closed

2009

Develop a robust system and communications protection program in accordance with NIST
Special Publication 800-53 Revision 3 Recommended Security Controls for Federal Information

Systems.

* The information system does not protect against or limit the effects of the following types of
denial of service attacks: [Assignment: organization-defined list of types of denial of service
attacks or reference to source for current list]. — OPEN

* The information system doesn’t protect the integrity of transmitted information. - OPEN

* The information system doesn’t protect the confidentiality of transmitted information. - OPEN

OPEN

2011

Dembo lones performed a Vulnerability Assessment utilizing Nessus, which is a commercial
software tool. This software deployed the latest plug-ins, which allowed for the scan to
identify the latest vulnerabilities on both the network (servers, routers, firewalls, etc.) and a
sample of desktops connected to the network. The results of this scan were as follows:

1. The servers and workstations were not configured with the latest client application
security patches.

2. Several hosts were running an outdated version of HP System Management Homepage.
A web server was running an outdated version of Apache Tomcat 4.1.12.

3. The SYSDBA account of the Firebird server was configured with default credentials.
The host is running a clear text service (RSH).

Closed

2011

Dembo Jones reviewed the audit settings for the server with Domain Controller access. This is
the server responsible for managing authentication of FLRA users. It was revealed that
Privileged Use is set to failure. Privileged Use is a setting within the audit events that tracks
administrator users. Having this set to failure means if someone attempts to change
something of a privileged nature, the audit log will only capture the failure of that event and
not the success, If one of the privileged users changed something or created a user ID for
adverse purposes, this would not be captured on the audit log for traceability and
accountability purposes, as the change will have been completed successfully.

Closed
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Year POA&GM Open /
B Initiated Closed
Dembo Jones obtained a listing of users with access to the Data Center. Upon this review, it
8 2011 was revealed that there were several personnel (four) who are not in Information Technology Closed
with access to the Data Center.
Dembo Jones obtained the latest Contingency Plan, as well as inquired about contingency
testing in the event of a disaster. The following was noted:
9 2011 OPEN
1. It was revealed that the latest Contingency Plan had not been signed or finalized.
2. Furthermore, there have been no formalized tests of a contingency to be prepared in
the event of a disaster.
Dembo Jones inquired about incident response with IT personnel. It was revealed that there is
10 2011 . OPEN
no Incident Response training for IT personnel.
It was revealed that the FLRA has not implemented the Homeland Security Presidential
e 2QL Directive (HSPD)-12 requirements across the agency. OREN
Privacy Threshold Assessments (PTA) need to be performed for those systems without PTAs.
The PTA is a process to identify any and all Personally Identifiable Information (PlI) elements.
If any of those elements (alone or in combination) can be traced to an individual, the Pil is
12 2011 Closed

then considered Information in Identifiable Form (IIF). PlAs are required for systems that have
IIF. Further, once the Privacy Impact Assessment {PIA)} is completed, the IIF should be
categorized as either low, moderate, or high.
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APPENDIX A — MANAGEMENT RESPONSES
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UNITED STATES OF AMERICA
FEDERAL LABOR RELATIONS AUTHORITY

1400 K STREET N.W. * WASHINGTON, D.C. 20424
(202) 218-7900 FAX: (202)482-6778
www.FLRA. gov

November 14, 2012

OFFICE OF THE CHAIRMAN

Dana Rooney-Fisher

Inspector General

Federal Labor Relations Authority
1400 K Street NW

Washington, DC 20424

Dear Ms. Rooney-Fischer:

The FLRA extends its appreciation for the recently completed Federal Information Security
Management Act (FISMA) evaluation of the FLRA information technology systems security.
The FLRA takes information security very seriously. The previous year’s Inspector General
audit reported twelve vulnerabilities ranging in severity from “Low to Moderate.” I am pleased
to report that we successfully mitigated five of those twelve vulnerabilities. This is a significant
accomplishment given that just two years ago the agency had twenty vulnerabilities -- some of
which were identified as “High.” Currently, the seven vulnerabilities identified -- which
continue to fall between “Low to Moderate” -- involve the following issues:

g Audit settings

. Contingency Plans and Testing
. Incident Response Training

. Awareness Training

. Homeland Security Presidential Directive (HSPD) — 12

We are developing a Plan of Action and Milestones (POA&M) that we are confident will
effectively address each of the remaining issues. The POA&M will include Management
Responses and anticipated resolution dates. We look forward to working with you on the
resolution of the remaining issues over the course of Fiscal Year 2012.

Thank you for your continued support of this effort.
Respectfully,

%_

Carol Waller Pope
Chairman
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CONTACTING THE OFFICE OF
INSPECTOR GENERAL

IF YOU BELIEVE AN ACTIVITY IS WASTEFUL,
FRAUDULENT, OR ABUSIVE OF FEDERAL FUNDS,
CONTACT THE:

HOTLINE (800)331-3572

HTTP://WWW.FLRA.GOV/OIG-HOTLINE

EMAIL: OIGMAIL@FLRA.GOV

CALL: (202)218-7970 FAX: (202)343-1072

WRITE TO: 1400 K Street, N.W. Suite 250, Washington,
D.C. 20424

' Che complainant may remain confidential; allow their name to be
used; or anonymous. If the complainant chooses to remain
nonymous, FLRA OIG cannot obtain additional information on the
dlegation, and also cannot inform the complainant as to what
action FLRA OIG has taken on the complaint. Confidential status

llows further communication between FLRA OIG and the
omplainant after the original complaint is received. The identity of

‘complainants is protected under the provisions of the Whistleblower

‘Protection Act of 1989 and the Inspector General Act of 1978. To
earn more about the FLRA OIG, visit our Website at
nttp/fwww flra.gov/oig

Office of Inspector General
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